Hipopmaunomran namsmia s neconepLuenioTeTINX o BOTIPOCAM

rkn6epbesonacocrin
B ceTi «Hirrepren

I{omnmeeEnme BHPYCHI
KomnsrorepHeiii BHPYC = 3TO Da3HOBHAHOCTE KOMNBIOTEPHLIX TPOrPaMM,

OTIHYHTENEHOI 0COOEHHOCTEIO KOTOPOI ABMACTCA CHOCOGHOCTD K PasMHOKEHHIO
(xommponanmio). B pononHenne Kk aTomy, BHPYCHI MOTYT MOBpPENHTH HIH
TIOTTHOCTBIO YHHUTOXKHTE BCE Qailfiel H NaHHEIC, TOAKOHTPONBHELE T0NEIOBATENIO,
OT HMEHH KOToporo Grina 3amymicHa 3apa€HHas MporpaMMma, e TaKKe MOBPEIUTE
HAH Nawe YHIMTOKHTL ONEPalHOHIIYIO CHCTEMY €O BoeMH ¢ailiamMu B menoM. B
GONBUIMHCTBE CTyyaes pacnpoCTPaHAIOTCS BHPYCH Yiepe3 HHTepHeT.

MecToan! 32 1HTEL OT BPEAONOCHLIX TPOTPAMM:

1. Mcnone3syit coBpeMeHiibe ONEpalHOHHEe CHCTEME], HMEIOLIHE
CEpPEE3HBIH YPOBEHD 3aILHTH OT BPEJOHOCHEIX TIPOrPaMM; 4

2.  Iocrosuno ycraHaBnuBaii mnatyM (uu¢ppoBsle  3ammaTk,
KOTOpEIC ~ aBTOMATHUCCKY  YCTRHABIHBAIOTCH € WENB0  Jopaborku
TporpaMmel) U apyrue oBHOBICHHA c¢Boell ONCPAlHOHHOI CHCTEMEL
Craunpail ux Toneko ¢ ouumanshoro caiita paspaborunxa OC. Ecnu
CYLIECTBYET PEXHM aBTOMATHYECKOro 0OHOBIEHHS, BKIIOYH €ro;

3. Paborail Ha cBoeM KOMMNLIOTEPE MO MPaBaMi MONEIOBATENA, 2
HC aJIMHHHCTPATOpa. JTO HE MNO3DONHT OONEWHMHCTBY BPEMONOCHBIX
TIPOTPaMA HICTATNHPOBATLCR HA TBOEM NIEPCOHANEHOM KOMIIBIOTEPE;

4. Hcnomeayii  QNTMBHPYCHBIE — NPOrpamMMIiBle  NPOAYKTHI
H3BECTHEIX MPOH3BOAHTENE!, C ABTOMATHYECKHM obnoBnennem 6as;

5. Orpanuup  ¢uznyeckHii ROCTYN K  KOMIOBIOTEpY A
TTOCTOPOHHIX JIHLI;

6. Hcnonesyit BHewHHe HocuTenu uHGPOPMAlMHM, TaKue Kok
¢newxa, puck unm daiin u3 VHTepHeTa, TONEKO M3 NpPOBEPCHHBIX
HCTOYHHKOB;

7. He orkpeBaii KoMnbtoTepHBIC (aiinsl, NOMy4YeHHBIE W3
HEHANCIKHBIX HCTOMHUKOB. Jlaxe Te daiinel, KoTophle npucnan Teoli
3HaKoMBll. Jyuwse yrounu y Hero, oTnpas/isul i o Tebe HX.




Cetnn WI-FI

C nomowsio WI-Fi Moxro nomyunts Gecrmarsit HHTEPHET-NOCTYN B
OOLUECTBEHHEIX MecTax: Kade, oTennx, TOProOBBLIX LIEHTPax M asponoprax. Tak e
ABJIACTCA OT/IHYHOH BO3MOXCHOCTRIO BhIXoja B Mutepner. Ho Muorie 3KCIepTH
CYHTaIOT, uT0 obmenoctymirie WiFi ceTi He SRAAIOTES GE30NacHEIM.

Coserrl no GesonacnocTi paGoTet B ofmenocrynneix cerax Wi-fi

I. He onepemasaii cBoio nu4Hylo  HHGopMauuio  yepes
obwenoctynusie Wi-Fi cetu. PaGoras b HHX, JXeNnaTensHO He BBOOHTH
NAaposH I0CTyTa, TOTHHEL 1 KAKHe-TO HoMepa;

2. Hcnomesyit u o6HoBnsii aHTHBHPYCHBIE TNpPOrpaMMEL. H
Gpanamaysp, Tem caMeIM Te1 ofe3onacuius ce6s OT 3aKa4KK BHpyCa Ha TBOC
YCTpoHCTBO;

3. Tlpu wncnonesopanun Wi-Fi otkmoun dynkumro «OGmuit
mocTyn K aiinam u npuHtepam». JlawHas GYHKUME 32KpEITA . 1O
YMOJIMAHHIO, ONHAKO HNEKOTOPLIE HONL3OBATENH AKTHUBHMPYIOT ed piusf
yRoOGcTea Henons3oBatus B paboTe Wit yuehe;

4.  He ucnomesyii myGnuuneii WI-FI mnn nepemaum mHumsix
AIHHBIX, HANPHMEP, I BBIXOAA B COLMANIGHBIE CETH MIH B 3EKTPOHHYIO
MoYTY;

s Hcenonssy# TonbKO 3aliMLIeHHOE coeUIEHKE yepes HTTPS, a
He HTTP, T.c. npa naGope BeG-anpeca poam uMenro «https:i//y;

6. B MoGHIBHOM TenedoHe OTKIIONH byHKUHIO «IonwnioueHHe K
Wi-Fi asromaruuecku». He pmonyckail aBTOMATHYECKOro MOMKIIOMEHHS
ycTpoiicTBa K cetam Wi-Fi 6e3 TBoero cornacus.

Counannunie ceTn

Counansnas cets - 310 caiiT, KOTOPBIH NpeoCTARNAeT BO3MOKHOCTE moimM
OCYLICCTRIATE Obmenne Mexay coGoit B uuTepHere. Yaue Bcero B HUX A
KQKAOTO 4CNOBEKA DLIAENACTCS CBOS JIMYHAS CTPAHHMYKA, HA KOTOpOil oOn
yKassisaeT o cebe pasnuuuylo MHGOPMAUMIO, HAYHHAS OT HMEHI, GaMuIMK K
3aKaHUUBAA MHYHBIMK (oTorpaduamH. MHOTHE NONE30BATENH He MOHHMAIOT, YTO
uudopManna, pasMeleHHas HMH B COLHANBHBIX CeTAX, MoXeT OBITh HalimeHa u
HCNONL30BaHa KeM YTroAmno, B TOM YHcIe He obs3aTensHo ¢ OlnaruMu
HaMepeHHAMMU,




Ocuosunvie copeTsI o OezonaciocTH B COLNMANBIIBIX CETAX:

. Orpanuus cmicok apyseii. Y 1¢61 B npy3sax He HODKHO GLITE
CHyqaiHBIX H HE3HAKOMBIX JIIONCH;

2.  3ammmuait ceolo wactiylo xuaue, He yxasnisaii napoimy,
TenedonLl, anpeca, HaTy TBOEr0 POKAGHHA M APYTYI0 JIHYHYIO
HithopManio. 3TOYMBIINEHHHKH MOTYT JCIIONB30BATE e nudopmMauo
O TOM, KaK ThI K TBOH POAHTENH NIAHNPYETe NPOBECTH KAaHHKYILY,

3.  3ammmaii cBOIO pemyTauHio - AEPKH ee B YHCTOTE H 3a7aBail
cefe ponpoc: xoTen 651 TH, YTOOH ApyTHe MOMBI0BATENN BUACIH, HTO THI
sarpyxaems? [Tomgymail, npesxne yeMm uT0-To OMyGIMKOBATH, HANHCATH H
3arpy3HTS;

4. Ecnu TH TOBOPHLUL C JIIOABMH, KOTOPHIX He 3Haellb, He
HCNONBE3Yil CBOe peanbHOe HMS H APYTYIo JNHYHYIO MHGOPMAIH: MM,
MECTO XHTEeNbCTBA, MeCTO YueOn! 1 npovee;

5.  HsGeraii pasmeumtenus dotorpaduii B Hurepnere, rme TH
H3o0paeH Ha MECTHOCTH, IO KOTOPOH MOXHO ONpPENenuTh TBOE
MECTOIONOXKEHHE; .

6. Tlpu perucTpauH¥ B COLHANBHON CeTH  HEOGXOZHMO
HCTIONB30BAThL CNOMKHBIE TApPOJMH, cocTofiyMe W3 OykB H UMbp H C
KOJIIMECTBOM 3HAKOB He MeHee §;

7. Jnst counanbHofi ceTH, NouTH ¥ ApyrHX caliTos Heobxonumo
HCIIONL30BaTE pasHele mnapond. Torma ecnu Tebsa  pamomaior, ToO
3MOYMBILIUTEHHHKH TIONMYYaT OOCTYT TOJNBKO K OMHOMY MECTY, 2 He BO Bce
cpazy.

DACKTPOINILIE AT

ONeKTpoHHEBIE NEHBIH — 3TO O4YeHs YA0OHHI croco6 mnaTexeit, oanako
cymec'mylm MOLICHHHKH, KOTOpPbI€ XOTAT NOJYYHTE 3TH JeHBTH.

BHCKTPGHHBIB ACHBTH NOABHJIHCE COBCCM HeOaBHO M MMEHHO }H3-34 3TOTO BO
MHOrHX TOCYyAapeTBaxX IO CHX MOP HE NPOonUcaHo Npo HUX B 3aKoHAaX. ‘

B Pocciu e oHE QYHKUHOHHPYIOT H O HHX YXKE€ IPOMHCAHO B 3aKOHE, rIe
HX pa3AENAlOT 1la HECKONBKO BHMAOB - aHOHMMHBIE H He anonuMusie, Pasuuua B
TOM, YTO QHOHHMHBIE - 3TO T¢, B KOTOPLIX pa3pelaercs NPOBOANTE onepauuy Ges
HACHTH(QHKAUHE  TIONL3OBATENs, & B HE AHOHMMMHEX HAEHTH(hHKAUMH
NONE30BATENA ABNACTCA 00M3aTeNBHOMH.




Takxe cieqyer pasnuuars ONEKTPOHHEIE (GHATHEIE JSHBIH  (paBHE]
TOCYAApCTDENHEIM BANMIOTAM) M 9NEKTPOHHEIE HedHaTHEIE AeHBIH (He PaBHE!
FOCYNapCTBEHHBIM BANIOTAM).

Ocnionusie coBeTs! no Gezonacuoii paGore ¢ INEKTPONHBLIMH JCHBLTAMII:

1. Tlpuesxu K cueTy MoGHNBHENT Tenedoin. DTo camuri YNoOHE
¥ GBICTDEIE CNIOCOG BOCCTAHOBHTE JOCTYN K cuery. IIpuBA3aRHEli Tenedon
MOMOXET, eCiH 3abyAc1b CBO MIaTeXHLI Napoas 1K 3aitneIts Ha caiiT ¢
HE3HAKOMOI0 YCTPOHCTBA;

2. MHcnonesyit onunopazoesie napomu. ITocme mnepexoma mHa
YCHIICHHYIO aBTOPH3AUKIO TeGe yxe He GyNeT yrpoxaTh OMAacHOCTbL KpamH
HIIH TIepeXBata IIaTeXKHOro Naposis;

3. Bubepu cnoxwelii napons. [Tpectynnukam Oyner ne mpocto
yranate cnoxusiii napons., Hagexxusle maponn — sro 1aposnH, KOTOphle
COREPXHAT He MeHee 8 3HAKOD H BKIIOHAIOT B ce6X CTPOYHEIE H NpPOMHCHBIE
OyKBBI, UM(PE! H HECKONBKO CHMBOIOB, TAKHE KAK 3HAK noinapa, yHTa,
BOCKIIHUATENBHBIH 3HaK ¥ T.n. Hanpumep, StROng!;;

4. He BrOAM CBOM JAMYHEIE IaHHEE Ha cajiTax, KOTOpEIM He
JOBEPACILE,

DACKTPONNAN NOYTA

-

DNEeKTPOHHAS MOYTa — 3TO TEXHONOTHS  NPEeROCTABANEMSEIE €10 YCIYrH no
TIEPECHITKE H TIONYHEHHIO JNEKTPOHHEIX coolLIeHHH, KOTOPEIe paclpelensaioTcsa B
KOMOBIOTCpHOH ceTH. OO6BMHO DNEKTPOHHBII MOYTOBBI AWK BHIVIALHT
crexyromum obpasonm: UMs_Tonb3oBatens@unmsa_nomena. Tawke kpoMe nepenayy
TIPOCTOrO TEKCTa, HMECTCH BOIMOXKHOCTE MEPEAaBaTh (aiinkl.

Ocnosubie coets! no Gesonaciuoii paGoTe ¢ anekTponoii noyroii:

1. Hano Bei6pate npaeumsusiit nourossiii cepsuc. B Hntepnere
€CTh OTPOMHEIH BEIDOP OECIUIATHEIX TIOYTOBEIX CEPBHCOB, OQHAKO Jywlie
JAOBCPATE TEM, KOT0 3HACLUE H KTO NepBhiii B peliTaure; '

2. He ykasumait B nuyroit nouTe amuHyro wundopmaumio.
Hanpumep, nysmre pmibpate «myssikanonslii_dasat@» wmm «pok2013»
BMecTO «reMal3y;

3.  Hcnomesyit ABYXOTanuylo aBTOPH3ALMIO. DTO KOTAZ MOMHMO
Napons Hy>XHO BBOJIHTE KO, NpHCEINaeMslil no SMS;




4.  BuiGepn cnoxHstH napons. J[ns Kamuoro MOYTOBOTO SIIHKA
Aomken ObITh CBO HaNEKHELH, YCTOl4MBEIH K B3NOMY Napos;

25 Ecnn ects BOIMOXHOCTE HANHCATh CAMOMY CBOM JIMYHEIR
BOTIPOC, HCNONB3Yi DTY BO3MOYKIOCTE)

6. Hcnoms3yH MHECKONBKO TOYTOBBIX sumkoB. IlepBbiii  ans
YacTHOH TMCPemHCKH € aapecaTams, KOTOPHIM TEl JOBEPSAElls, OTO
3MEKTPOHHEIH aipec He HALO HCMONB30BaTh NPH PErHCTPAUMK HA hopyMax
H caiitax;

7.  He ortxpomaili ¢aiinst 1 Apyrie BNOXEHHS B THCHMaX aake
€CJIH OHH NPHIUTH OT TBOHX Apy3eH. JIydie YTOYHH Y HHX, OTIPABILUIH NH
onu Tede oTH aitner;

8. Ilocne oxoHuarus paboThl Ha NOYTOBOM CepBHCE nepen
3aKpBITHEM BKJIAAKH ¢ caiitoMm He 3a0yAb HaxaThL Ha «BeriiTiy, '

Inbepbyanunr unu nupTyaannoe H3geBaTeNLCTBO -

Kubepbynnunr —  npecnepobanse  cooblieHHAMH,  comepMKalHMH
ockopOneriis, arpecciio,  3amyrHBaHHe; XYNHIaHCTBO; coLHaNLHOE
GoiikoTIPOBaHHE C MOMOIMBIO PAINHYHEIX HHTEPHET-CEPBHCOB.

Ocuosusie copetrl no Gopude ¢ xknbepSyauurom: i

1. He 6pocaiica B 60ii. Jlyqunii crocoB: nocoseTopaTses Kak cebs

BeCTH H, €C/IH HET TOro, K KOMY MOXKHO OOpaTHTBECH, TO BHAYale

ycnokourecst. Ecnu Tl  HayHems  OTBe4aTk OCKOpGNEHHEMH  Ha

ockopOnenns, To TONEKO elle GonbLle pasoiKells KOHPIHKT;
2.  Vnpasnsii csocii knGeppemyrauneii;
3. AnoHuMnocTs B ceTH wmuHMas. CymecTByior cnocobe!

BEISICHHTE, KTO CTOUT 32 aHOHHMHBIM AKKAYHTOM;

4. He ctont Bectn xynuranckuit ofpai BHpTYanbHoi KH3HH.

Unrepuer uKcHpyeT Bce TBOH AeHCTBHA M COXpaHACT MX. YIATHTh HX

Oyner xpaiiHe 3aTPyIHHTENLHO;

5.  Benu ceba Bexungo;
6.  HrHopupyii eUIHYHEBL HCrATHE. Onuopazossle
ockopOHTeNnbHEIC coobienus sydme HrHOpHpopaTh. OO6BMHO arpeccus

NMpeKpaulacTca Ha HaYaANbLHOI CTaaHH;




7. Ban arpeccopa. B nporpaMmax OGMEHA MIHOBEHHEIMH
COOOMICHUAMH, B COLMANLHBIX CETAX CCTh BO3MOKHOCTE GnoxHpoBKH
OTNpaBKH coobeHnii ¢ onpeneneHHEIX anpecos;

8. Ecmu TH cBumerens knbepbymnunra. Teon  nmeitctsus;
BRICTYNHTE TPOTHB NPCCNEAOBATENA, [0KA3aTh EMY, MTO €ro nelicTems
OLEHHBAIOTCA  HEraTHBHO, MNOMNEPXKATh SKEPTBY, KOTOPOil  HykHA

NCHXONOrHYecKan MOMOIEL, COOOUINTE B3pOCILIM O d;)azcre arpecCHBHOIrO
TMIOBEJIEHHA B CETH.

Mobonabubtii Tenedon

ConppeMenttie cMapThOHE! M MNaHIIeTH coxepxar B cebe BronHe B3pocnstit
GYHKUHOHAN, W Tenepr OHM MOTYT KOHKYPHPOBaTk CO CTaLHOHAPHEIMH
XoMnbroTepamu. OnuaKo, CpeacTs 3alMTH I8 NOAOGHEIX YCTPOHCTR MoKa OYeHsD
Mano. TecTHpoBaHHe W MOMCK ys3BuMocTell B MHX NPOHCXOAHT He Tak
HHTEHCHBHO, Kak na TK, To xe camoe kacaetest 1 MOGHNBHEIX MpHIoxennit,

CoppemenHble  moGHubHBle Gpayseps! Yie NpAKTHYECKHM  AOTHATH
HACTONBHBIC AHATOrH, OQHAKO paciuHpenue (YHKUHOHANA Bhewer 3a coboft
GONEBIIYIO CITOXHOCTE H MEHBILYIO JaHIIEHIOCTD. )

Haneko He pce MPOM3BOIMTENH BHITYCKAIOT ofHOBIEHHA, 3aKPHIBAIOLIHE
KPHTHYECKHE YAIBHMOCTH JULST CBOMX YCTPOHCTE.

Ocnosnwie coBers! aan Gesonacnocrit MoGuALIOrO Teaedona:

L, Byns ocropowxen, Bems Koraa Tebe nipejuiararot GecrnatwHelit

KOHTEHT, B HEM MOTYT GBITH CKPHITE KAKHe-TO MAATHEIE YCITYTH;

2. Hymaii, npexne uem ornpasuth SMS, doto mnn pumeo. Tl

TOYHO 3Haelb, e OHH OynyT B KOHEYHOM HTore?

3.  Heolxonumo OGHOBNATL OMEPAUHOHHYIO CHCTEMY TBOEro

cmapTrhoHa;

4.  Henonssyl aHTUBHpYCHBlE NpOrpaMMsl NS MOGHIBHBLIX
TenethoHoB;

5.  He sarpyxaii npuioXeHHs OT HEH3BECTHOTO WCTOYHMKA, BCHb

OHH MOTYT COACPXKATH BPEAOHOCHOE NporpaMMHoc ofecreyctHie;

6.  Ilocne Toro kax Tel BENiNews ¢ caiita, rae BBOAMN NHYHYIO
HH(popMaumio, 3aiiu B HacTpoiiku Gpaysepa i yaanu cookies:

7. Tlepuopuyecku  mpoBepsil  Kakiie  mnaTHHE  YCnyru
aKTHBUPOBAHEI Ha TBOEM HOMEpE; '




8. Hapait cBolf Homep MoGHibHOrO TeneoHa TONBKO NIOLAM,
KOTOPBIX Th! 3HACWE H KOMY JIOBEpAEIIE;

9. Bluetooth nomxen 651TH BEIKNTIOYEH, KOTrJa TBI MM He
nonesyewsca. He 3abuipaii HHOTAA IPOBEPATE 3TO,

Dimsne wan KPAawa AHHNLIX JANHBIX

Tnasnas uens ¢umnur - pupa Hureprer-MolueHHUYecTBa, COCTONT B
MOMYH4CHUH KOH(HAENUHANLHEIX JAHHLIX NONB30BATENeH — JIOrHHOB H naponex.
Ha asnrnmitckom sawike phishing wirraerca kak dummnr (or fishing — puibnan
Topns, password — napons).

Ocnonnsie cosets! o Gopube ¢ prunnros:

1. Cnenu 3a cBouM axkayntom. Ecnu Thr [IO103pEBaellls, UTO TBOS
ankera 6nuta B3NOMaHa, TO HeoGXoaHMO 3a6s0KHPOBATE €€ H COOOIOHTE
AAMHIHCTPATOPAM pecypca 06 3TOM Kak MOXKHO CKopee;

2 Henoneayit Gesonacibie peb-caiitel, B ToM YyHcne, MHTepHeT-
MarasyHOB H INTOHCKOBEIX CHCTEM;

3. Menomssyit cnoxuble # pasuste napomu. Takum obpazoM, ecnu
Te0A BINOMAIOT, TO 3NOYMBIUUIEHHHKH MOTYYAT AOCTYN TOMBKO K OJiHOMY
TBOEMY TIPOGHIIIO B CETH, A HE KO BCEM;

4.  Ecnu 71ebs Banomanu, To HeoGXOAHMO NPeAYNpeauTs Beex
CBOHX 3HAKOMBIX, KOTOpble nobannensl y Te0s B Apy3Lax, O TOM, UTO Teb6s
BI/IOMANIM. M, BOSMOXHO, OT TBOEro MMeHH GymeT pacchulaThCs ChaM H
CCBUIKH Ha (PHIUKHIOBEIE CaliThI;

5. YcranoeH HafexHsH napons (PIN) Ha MoBSunsumit Tenedon;

6.  Otimoun coxpaneHHe naponsa s Gpaysepe; )

[ He otxpetpaii daliner 1 fnpyrue BnoXeHHa B NHChMAaX Iaxe
CCJIH OHH MPHLLTH OT TBOMX Hpy3ef. JIyuule yTounH ¥ HUX, OTOpaBAsSnM Ny
OHH Tebe 3TH daitns.
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